Accurate estimation of primary quantisation
table with applications to tampering
detection

Yuanyuan Peng and Benyong Liu

There are many ways to accurately estimate the low-frequency region
of the primary quantisation table in a double compressed JPEG image
with different quality factors. However, they cannot accurately estimate
the high-frequency region. An image compression model to describe
the relationship between the primary compression and the second com-
pression is used to present a simple approach to accurately estimate the
whole primary quantisation table, and based on this, an efficient
method for detection of image tampering involving JPEG recompres-
sion is proposed. The effectiveness of the proposed algorithms is
tested by experiments and the experimental results are presented.

Introduction: Digital images are often tampered with for different pur-
poses, with different degrees of adverse effects on society. Therefore,
blind detection of image tampering becomes more and more important
in modern society. In tampering involving JPEG recompression, it is
generally assumed in the related work that the quality factor of the
primary compression is only a small ratio of the second one [I, 2],
and many methods are proposed for estimation of the primary quantisa-
tion table, such as the JPEG error analysis method [3], the method pro-
posed in [4] using the histogram of the DCT coefficients and its
improved versions [5, 6] and a similar but more effective method
recently proposed in [7] using the likelilhood map of the DCT
coefficients.

In this Letter, we set the relationship between the quantisation steps of
the primary compression and the second compression, and based on this
relationship, present a novel approach to accurately estimate the whole
primary quantisation table. In addition, using the accurate estimation,
we propose an efficient method for the detection of image tampering
involving JPEG recompression. The experimental results show good
performance of the proposed algorithms.

Image compression model: Denoted by u; and u,, the DCT coefficients
of an image before the primary quantisation and after the second quant-
isation, respectively. The ‘image compression model’ may be described
as follows:
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where ¢; and ¢, are the primary quantisation step and the second
quantisation step, Q142 is the relationship between u; and u,. Hence
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where e, A4 and B denote ¢,/q,, u, — 0.5 and u, + 0.5, respectively. It is
observed that B minus 4 is equal to 1. Since [u1/g;] is an integer, when
e <1, we have
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where [] and || denote the ceiling and floor functions, respectively.

Quantisation table estimation: To better estimate the quantisation table
of the forgery image, since [e4] = |eB|, we define a function as follows:

u = ed] — |eB] (©)

From the JPEG image header, we can obtain the second compression
quantisation table. In fact, assume that g; changes from 1 to 100 and
let ¢," be an estimated quantisation step, since ¢, is already known,

we know that when ¢;'=g, the values of u are all 0, so we can define
a measure as follows:
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where num is a function for counting the element number in its variable
when the primary quantisation step is ¢;. Since p in (7) is a function of
q1, and it reaches maximum when ¢;'=¢q;. However, a lot of DCT coef-
ficients in the high-frequency region are quantised to 0, and hence many
points may lead p to maximum and they all may be taken as the candi-

date points, but only the points with values bigger than ¢, are rational
and their medium value is taken as q;'.

Forgery region location: After the primary quantisation table is
obtained, the following blocking artefact measure may be adopted to
locate the tampered region of a forged image
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where B(i) is the estimated blocking artefact for the testing block i, D(k)
is the DCT coefficient at position k of the testing block and Q(k) is the
estimated DCT quantisation step.
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Experimental results: In our experiments, we set the primary and
second compression quality factors Q; and O, as 80 and 90, respect-
ively. The results by the proposed method are compared with the
method in [7].

When the image is doubly compressed with quality factors Q; =80
and 0, =90, or by using ¢; =5 and ¢, =3 as the first and second quant-
isation steps, respectively, where g; =5 is at the position (3, 2) of the
low-frequency region of the primary quantisation table, then the p(q;)
function obtained from (7) is as depicted in Fig. la, and the estimated
q:' 1s 5. Similarly, Fig. 15 shows the p(q;) function when the image
is doubly compressed with quality factors Q=80 and Q, =90, but
using ¢q; =27 and ¢, =14 as the first and second quantisation steps,
respectively, where g =27 is at the position (5, 5) of the high-frequency
region of the primary quantisation table, and the estimated ¢, is 28. In
comparison, the p(g;) functions of single compression with Q =80, or
q1=5 and g, =27, are depicted in Figs. lc and d, respectively. In
these conditions, ¢," does not exist since its value is required to be
bigger than the present known quantisation step where Table 1 (a) is
the real quantisation table with quality factor O =80, and Table 1 (b)
and Table 1 (c) are the estimated versions of the method proposed in
[7] and our method, for the recompressed Lena image.
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Fig. 1 p(q,) functions with q; = 5 and q, = 3 at position (3,2) of quantisa-
tion table (Fig. la); q; = 27 and q, = 14 at position (5,5) of quantisation
table (Fig. 1b); p(q;) functions of single compression with Q = 80, or q;
=5and q; =27 (Figs. Ic and d)

Fig. 2 shows the forgery region locating results using the block arte-
fact measure defined in (8), where Figs. 2a and b denote the normal
image and forged image. Furthermore, when the block artefact
measure defined in (8) is applied to the estimated quantisation tables
of Fig. 2b using the method proposed in [7], the detected tampering
regions are as shown in Fig. 2c¢; the corresponding results of our
method are shown in Fig. 2d.
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Table 1: Real quantisation table with quality factor Q=80 (a), and
estimated versions using method in [7] (b) and proposed
method (c)
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Fig. 2 Normal image (Fig. 2a); forgery image (Fig. 2b); tampered region
detection results using method in [7] (Fig. 2c); our method estimate (Fig. 2d)

To conclude, the proposed method outperforms the method in [7],
especially in accurate estimation of the high-frequency region of the
quantisation table. From the experimental results, we can see that the
accurate estimation is very useful for locating the tampered region.

Conclusion: Blind detection of a doctored JPEG image operation based
on accurate estimation of the whole quantisation table is proposed in this
Letter, where we set an image compression model to obtain the relation-
ship between the primary compression and the second compression,
define a p(q,) function to estimate the quantisation step, and provide a
block artefact measure to detect the tampered region of a forgery image.
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