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Abstract. Structural image features are exploited to construct peuedimage hashes in this work.
The image is first preprocessed and divided into overlapmedb. Correlation between each image
block and a reference pattern is calculated. The interneetimsh is obtained from the correlation
coefficients. These coefficients are finally mapped to thervad [0, 100], and scrambled to generate
the hash sequence. A key component of the hashing methopés@mby defined similarity metric to
measure the “distance” between hashes. This similarityioristsensitive to visually unacceptable
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1. Introduction

Since a digital image is easy to process, copy and trangfeuyisy of its contents is an important issue
that attracts much research interest. Fragile watermgflinis a useful technique for content integrity
verification, which involves data embedding and inevitahlyoduces distortion to the host image. An
alternative approach is to extract an authentication cool® the image that represents the contents,
called an image hash. If the image is maliciously altereel hitsh value should change. Unlike crypto-
graphic hashes such as SHA-1 and MD5 that are extremelytisertsi slight changes, even one bit, of
the message, an image hash must be robust against corgeatyiing modifications. Perceptual robust-
ness is important because images often undergo variodalgigbcessing such as contrast enhancement,
de-noising, and JPEG compression. These are generalljdeoed as normal manipulations, there-
fore should not cause significant changes in the hash valoalt8neously satisfying the requirements
of perceptual robustness and tampering detection cagyaisila challenging task in developing a high
performance hashing algorithm.

Image hashing can be used in image authentication, tangpdetection, digital watermarking, image
indexing, and content-based image retrieval (CBIR). Simcadditional data are inserted into the image,
the image itself is intact. In general, an image hash shoave khe following properties:

e Perceptual robustness: The hash function should map kiddehtical images to the same hash
even if their digital representations are not exactly themesa Visually similar images without
significant differences may have hashes with a small distanc

e Uniqueness, or anti-collision capability: Probability tefo different images having an identical
hash value, or very close hash values, should tend to zero.

e Sensitivity to visual distinction: Perceptually importashanges to an image should lead to a
completely different hash even though the change is limited small region. This feature is
essential for the image hash to be useful in image authéoticand digital forensics.

¢ Key-dependence: The hash must be generated under thelatfrareecret key or several keys. It
should be virtually impossible to estimate the hash witlzoedrrect key. The last two requirements
may collectively be considered as security of image hashing

In this paper, we propose a new method that focuses on theeilmagh’s capability of detecting
local area tampering. In Section 2, the related works in eniaashing will be given. We describe the
hashing method in Section 3, and present experimentaltseaubection 4. In Section 5, performance
comparisons between the proposed method and three othieodasedre made. Section 6 concludes the
paper.

2. Reated works

Earlier methods of image hashing include the wavelet coeffistatistics-based scheme, DCT-based ap-
proach, relation based technique, Radon transform megétodin [2], Venkatesan et al. introduce a me-
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thod using randomized signal processing strategies fonaexersible compression of images into ran-
dom binary strings. It is robust against compression andlsgeametric distortion. The method is
analogous to message authentication codes (MAC) to mirirod@lision probability. However, this
method is not robust enough against contrast adjustmemingecorrection, and cannot detect malicious
object insertion [3]. Fridrich and Goljan [4] observe tha¢ tmagnitude of a low-frequency DCT coef-
ficient cannot be changed easily without causing visiblengba to the image. They divide an image
into non-overlapping blocks, extraédf bits from each block, and concatenate them to form the hash.
For each block)N DC-free random smooth patterns are generated from a sexyedhd the DCT basis
vectors are replaced with these smooth patterns (with D@&Tficients equivalent to projections onto
the patterns). Absolute values of projection smaller thahreshold are denoted by 0 and the others
by 1. Their hash is robust against a set of common procesgiamations, but not sensitive enough to
small-area tampering. Lin and Chang [5] present a techrfiguienage authentication, which can distin-
guish JPEG compression from malicious attacks. They findrdtations between DCT coefficients at
the same position in separate blocks are preserved aft€ dBBpression. The method can also han-
dle distortions introduced by various acceptable mantfmria such as rounding, image filtering, image
enhancement, and scaling-rescaling. However, this mathstill vulnerable to some perceptually in-
significant modifications that introduce distortion witltsstical properties different from compression
induced blurring.

In [6], Lefebvre et al. use the Radon transform to obtain ienabaracteristics invariant against
rotation and scaling. It is also robust against basic imagegssing operations and StirMark attacks.
Another method [7] is basically a one-way function for imagehich also uses the Radon transform
together with principal component analysis (PCA) to exti@taracteristics robust against geometric
transformation including rotation and scaling, and noringdge manipulations such as compression,
filtering, and blurring. However, it is not applicable to tase images.

In recent years, more works on image hashing have been e€padrt [8], Kozat et al. view images
and attacks as a sequence of linear operators, and propoatcttate hashes using transforms based
on matrix invariants. They first construct a secondary infag@ the input image by pseudo-randomly
extracting features that capture semi-global geometrizgattieristics. From the secondary image they
extract the final features to be used as a hash value. Therautb® spectral matrix invariants as em-
bodied by singular value decomposition (SVD). The SVD-dasashing scheme improves robustness
against geometric transformations at the expense of isicrgaollision possibility. In another work
[9], a RAdial Variance (RAV) vector is first extracted usirgetradial projections of image pixels. The
low-frequency DCT coefficients of the RAV vector are thenmfied to form the image hash. This
scheme is resilient to image rotation and re-scaling, IButdtlision risk is not low enough. Swami-
nathan et al. [10] propose to generate an image hash basemidariransform features and controlled
randomization. They formulate robustness of image hashéng hypothesis testing problem and evalu-
ate the performance under various image processing opesafl he hash function is resilient to several
content-preserving modifications such as moderate gemneginsformations and filtering. Since the
hash is only dependent on magnitudes of Fourier coefficlantgdependent of phases, the attacker can
easily create a similar image corresponding to a totalfgdiht hash or a synthesized image correspond-
ing to the same hash [11]. In another study [12], Mao and Wasdtigate the unicity distances of the
hashing methods [2, 10] and conclude that the key reusedatelazen times is no longer reliable. In
[13], Liand Roy prove that information-theoretical setpdiscussed in [10] is impossible if the attacker
has unbounded computation power and is able to observegfaaadom images and their hashes.
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Monga and Mihcak [14] first propose to derive the image haghguson-negative matrix factoriza-
tion (NMF). They apply NMF to some sub-images, use facttiomafactors to construct a secondary
image, and obtain a low-rank matrix approximation of theoseary image using NMF again. The
matrix entries are concatenated to form an NMF-NMF vectargd@t a short vector, they calculate the
inner product between the NMF-NMF vector and a set of weigldtars which have i.i.d. Gaussian
components of zero mean and unit variance. The NMF-NMF-SRihg has been shown to have good
performances in robustness attacks, but its anti-catlisapability is also inadequate.

3. Structural feature-based image hashing

As shown in Figure 1, the proposed hashing method considtsred steps. In the first step, we pre-
process the input image to produce a normalized image fourle@xtraction. In the second step, the
structural features are extracted to represent the naretblimage. The structural features then undergo
a sequence of operations to give a short and secure image Aasin integrated part of the hashing
scheme, a similarity metric is defined and taken into accoutlite hash generation.

. Structural feature .
Image —»| Pre-processing —» . »|Hash generation —» Hash
extraction

Figure 1. Three steps of image hashing.

3.1. Pre-processing

In the preprocessing, a set of manipulations including em&gizing, color space conversion, and Gaus-
sian low-pass filtering is applied to the input image. Imageizing changes the input image into a
standard sizé/ x M using bi-linear interpolation. This ensures the final hashave the same length,
and makes the hash scaling-resistant. For a color imagenlyeonsider the luminance componéyit

of the YCrCb representation in the present work since theédante plane contains the structural infor-
mation in the image. Color features will be considered infttiare to take into account color-related
tampering. The resize¥ plane is passed through a Gaussian low-pass filter to pradpoe-processed
image denotedJ. The purpose of low-pass filtering is to reduce high freqyeswmponents and alle-
viate influences of minor image modifications, e.g., noisgtamination and filtering, on the final hash
value. An example of pre-processing is shown in Figure 2.

3.2. Structural feature extraction

Visually identical images have almost the same structunfalrination, while different images contain

different structures. In general, the human visual systdWS) can distinguish various images by ex-
tracting their structural information. If an image is tamgah its original structure is destroyed by the
inserted object. In Figure 3, (a) is &3 x 80 image block, (b) is its low-pass filtered version, (c) is a
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(a) Original image (b) Resized image (c) Y component (d) U: the blurred Y

Figure 2. Image pre-processing.

different image block, and (d) is a tampered version of ()aimed by inserting the central part of (c)
into (a). In this case, (a) and (b) are visually alike and hakr@lar structural information, while (a) and
(c) have different structures. When a part of (c) is inseitéal (a), it destroys the original structure of
(a) to produce a different image (d).

(a) (b)

Figure 3. Structures of image blocks.

(d)

To capture the structure of a given image, a reference patidrich may either be an image or a
pseudo-random data array, is needed. We generate suctempating a similar method as described
in [4], i.e., convolving a random array with a Gaussian maskatively. Since pixels in a small region
are highly correlated, neighboring elements in the refezguattern should also be correlated. If the
elements within a close neighborhood varied violently bkeindom noise pattern, the reference pattern
would not effectively capture the image structure. In aaptxtreme case, if all elements had a constant
value, the extracted structure would have limited distisiging capability. Thus, a relatively smooth
pattern with some fluctuation is desired. That is the reason @aussian low-pass filter is used in the
pattern generation.

Let I be an image, an® be the reference pattern. Following [15, 16], we use theetation
coefficient betweeil andR to measure the structure bf

OLR
p= (1)
OI0R
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whereoy andog are standard deviations bndR, respectively, andy r is the covariance:

Q
mir = g SOUG) = ml(RG) — im) @

j=1

Q is the total pixel number id, I(j) and R(j) are thejth pixel value ofl andR, andu; andup their
means. If both standard deviations are zeropsetl. If only one of them is zero, lgt = 0.
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Figure 4. Correlation between 30 reference patterns anidihges in Figure 3.

Figure 4 shows correlation coefficients between 30 differeference patterns and the image blocks
in Figure 3. We observe that correlation between Figure &td)the 30 reference patterns is very close
to that between 3(b) and the same reference patterns. @wrebetween the tampered version 3(d) and
the same reference patterns is significantly differentsTidicates that the structural feature defined in
this section can be used to distinguish malicious tampdromg normal manipulations.

To make the image hash sensitive to local modifications, wide&ltheM x M preprocessed image
U into blocks. To do soU is first divided into non-overlapping blocks of size< ¢. For convenience,
we let M be an integer multiple of. Expand thel x t blocks in each of the four directions lsy2
to make the blocks overlap. The expanded blocks are fized2t. Blocks located on the rim of the
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image are only expanded towards the inside of the image, l@rdresized t@t x 2t with bi-linear
interpolation. Thus the total number of blocksNs= (M /t)2. Figure 5 shows the blocking scheme,
where (a) is an image divided into non-overlapping blocks] the center part of (b) is an expanded
block. To extract structural features of each block, we ggtrea reference pattern siztx 2t using
a key, and calculaté&/ correlation coefficients between each of thieblocks and the reference pattern.
The correlation coefficientsy, po, p3, . .., py are indexed from top to bottom and from left to right.

(b} Expanded block

{a) Non-overlapping blocks

Figure 5. Overlapping blocks.

3.3. Hash generation

First, the correlation coefficient; is mapped te; € [0, 1]:

To make the final hash short, we reduce the number of coefficie. = [N/2] , where[e]| means
upward rounding:

qi = ci—102; 1=1,2,... L (4)
If NV is an odd number, set; = 1. The sequencey, ¢o, . . ., g1, is converted to a sequence of integers:
h; = [100g; +0.5] i=1,2,...,L (5)

where[e] is a rounding operation. Sineg € [0, 1], the range of:; is [0,100]. Therefore each hash
elementh; can be represented by a 7-bit binary number. To enhanceityetive concatenated binary
string is scrambled based on a secret key. Thus the hagh Ets long. For example, iU sized
512 x 512 is divided into64 x 64 overlapping blocksM = 512 andt = 32, L = (M/t)?/2 = 128 so
that the hash length i5x 128 = 896 bits.
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3.4. Similarity metric

As an integrated part of the hashing algorithm, we define aswmewarity metric that fully explores both
perceptual robustness and anti-tampering sensitivitjnsit in the obtained image hash. t" and
H® be the hashes of imagé! andI(?), respectively. To measure similarity betweH’") andH(?),
the scrambled binary string are first decrypted to retribediash elemeniél) andhf). Then, calculate
the following ratio derived from them:

min[r{" n{?)]

m 'L:172’...,L (6)

P =

wheree is a small constant to avoid singularity when rﬁé}(), hf)] = 0. Clearly, the more similar the

two image blocks, the smaller the difference betwb?fr)] andhz@, thus the more the; value is close to
1. If the two input images are identical, ajlare equal to 1. Therefore, we define the following similarity
metric betwee () andH(?):

HTiersmall T

S(H(l)’H(Z)) B I1 rite
7i€large " ?

(7)

wherel'sma) andI'jarge CONsist ofm smallestr; andm largestr;, respectively.

The similarity metric defined here is a ratio between thetlaad the most similar pairs of blocks.
S € [0,1] because; < [0, 1]. Similar images lead to a large valuesfIf 1(?) is identical tol ("), S = 1.
If I(® is a tampered version df!), there is at least one sma, resulting in a smalb.

4. Experimental results

In the experiments, 84 x 64 reference pattern is generatedliytimes iterative low-pass filtering using
a3 x 3 Gaussian mask with a unit standard deviation. The input @iggesized t&12 x 512, low-pass
filtered using & x 3 Gaussian low-pass mask with a unit standard deviation, @ided into overlapping
blocks of size64 x 64, i.e., M = 512 andt = 32. ThusL = 128. The number of smallest and largest
terms used to calculate the similarity metric in (7)is= 3.

4.1. Perceptual robustness

To check robustness of the proposed method against cqumtesgrving manipulations, we use StirMark
4.0 [17] to perform attacks on five test images Airplane, BatydHouse, Peppers, and Lena, all sized
512 x 512. Content-preserving manipulations used in the experinmehide JPEG compression, water-
mark embedding, additive noise contamination, and imaggafimg. In addition, brightness adjustment
and contrast adjustment with Photoshop, and gamma cameatid3 x 3 Gaussian filtering using MAT-
LAB are also tested. Parameters used in these operatiofistacein Table 1. Calculate the hash simi-
larity S between the original images and their attacked versiorstheen obtain the results as shown in
Figure 6. Indices of the abscissa indicate various attankb®image as listed in Table 1. The ordinate
is the similarity S between the original and attacked imagds observed that all the results are greater
than0.7. The results show that the proposed method is robust againgtnt preserving processing. In
this case, we can safely set a threshBld= 0.6. If for a pair of imagesS is greater tharf’, they are
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considered as visually identical. Otherwise, the two insaaye different, or one is a tampered version of
the other.

1 T — s I EEEE - .
iél %ﬁﬂﬁﬂ O %H Iﬁmm@H ; . .
09k w
‘l‘:’l&*%%@ﬁj——l’%ﬁ-k * “ EH—x - %ﬁﬁgﬁﬁ%x +-Fb§ : Elﬁﬁ@% A @@Eﬁﬁm
A e |
o : 3} EéD o | . | | | | x  Airplane
0.7 - : lﬁ1 | I I I | Baboon ||
I I 111 | v v VI VII |v111 O House
06——————|—|——————|———|———|——|——|——- + Feppers H
| | T o Lens
05 | | | | | | | | | | | | | | | I I
0 5 10 15 20 25 20 35 40 45 50

Indices of the attack

Figure 6. Robustness performance. Indices in the abscidgate different attacks as listed in Table 1.

Table 1. Manipulations corresponding to indices in Figure 6

Indices  Code Manipulation Description Parameter value
179 I JPEG compression Quality factor 20, 30,...,100
10711 Il Additive noise Level 1,2
12721 1] Watermark embedding Strengthen 10,20, ...,100
22727 \Y; Scaling Ratio 0.5,0.75,0.9,1.1,1.5,2.0
28731 \% Brightness adjustment Photoshop’s scale 10,20, —10, —20
32735 Vi Contrast adjustment Photoshop’s scale 10,20, —10, —20
36739 Vil Gamma correction v 0.75,0.9,1.1,1.25
40749 VI 3 x 3 Gaussian filtering Standard deviation 0.1,0.2,...,1.0

4.2. Collision probability

Collision happens if similarityS between two different images is greater than the thresfioldTo
determine the collision probability, we colle2000 test color images, including2 standard images
of sizes256 x 256 or 512 x 512, 100 images captured with digital cameras with sizes rangingfro
1280x 960 t0 2592 x 1944, 200 images downloaded from the Internet with sizes ranging #£o&x 260 to
853 x 530, and1688 images from the image database of Washington Universitj\it8 sizes ranging
from 480 x 722 to 883 x 589. Generate hashes of these images, and calcSldtetween each pair
of hashes. Thusl, 999,000 results are obtained. On a desktop computer with a 2.8GHtuUR®eMD
CPU and512 MB RAM, it spent aboutl57 minutes in hash extraction arié3 seconds in similarity
calculation.
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Chi-square tests [19] are performed on BI999, 000 results to identify the most probable distri-
bution satisfied bys among Poisson, Rayleigh, Weibull, lognormal, normal, amdn@a distributions.
SinceS € [0, 1], we first quantize the interval with a step siz805 and obtain a set of discrete points,
i.e.,0,0.005,0.01,...,1. Parameters of these distributions are obtained from thenman likelihood
estimation, and? calculated:

o~ (ni — npi)?
X* = Z ZT)Z (8)
i=0 !

wheren is the number of trialsy; occurring frequency of the similarity being: (: = 0,0.005, 0.01,

..., 1), K the total number of discrete points, amdhe probability at obtained by using the probability
density function (PDF). The results are given in Table 2c8&i? of Gamma distribution is the smallest,
we may consider thaf obeys the Gamma distribution with= 33.85 andb = 0.007.

Table 2. Results of Chi-square test for

Distribution type Estimated parameters x>
Poisson A =0.238 6.26 x 10%6
Rayleigh B =0.171 2.6 x 106
Weibull B = 0.256,1 = 6.23 4.5 x 10%

Lognormal p=—1450=0.174  3.96 x 10®
Normal pn=0.252 0 =0.041 1.66 x 10%
Gamma a=33.85b=0.007  9.65 x 10?

Figure 7 compares the data set obtained in the above andebhkeGhmma distribution. Given a
thresholdT’, the collision probability can be calculated:

T
1 —x
— 1 _ (a—1)
P(S>T)=1 /0 R dw 9)

whereI'(a) is the Gamma function:
+o00
I'(a) = / tr et dt (10)
0

As T increases, the calculated collision probability will desrse, while the probability of false judg-
ment for content-preserving modification will rise. In theperiments, we have choserifa= 0.6 to
give a satisfactory balance between probabilities of giolti and robustness. In this case, the collision
probability is4.68 x 1011,

4.3. Tampering detection

In this section, we present experimental results to showvaluify of the proposed hashing method in
detecting object insertion and deletion. Pairs of origineges and their tampered versions are tested.
Several examples are presented in Table 3. The third anddhthfcolumns are the original and tampered
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Figure 7. The Gamma distribution and experimental data set.

versions, respectively, and the last column gives the insé&pge The detected results are listed in Table
4, in which all S values are below the threshdlt= 0.6.

5. Performance comparison

In this section, we compare the proposed method with threéqurs techniques, Fridirch’s method [4],
RASH method [9], and NMF-NMF-SQ scheme [14]. For these, we the same images for robust-
ness validation, collision analysis, and tampering d&ectOnly the luminance componeht of color
images is considered. The distance metrics used in theateappapers are adopted in the comparison.

5.1. Fridrich’'s method

To compare with [4], the images are also resized1t® x 512 as in our experiments, and then divided

into 64 x 64 non-overlapping blocks. For each blodK, = 8 bits are extracted, thus the hash length is
512 bits. Calculate Hamming distances between hashes of thmariand modified images to produce

results shown in Figure 8. The ordinate is the Hamming digtaih With a thresholdl” = 40, the



86

Z. Tang et al./ Structural Feature-Based Image Hashing andl&ity Metric for Tampering Detection

Table 3. Original images and their corresponding tamperedjes

No. Type
1 Insert
2 Insert
3 Insert
4 Delete
5 Delete
6 Delete

Original image

Tampered image

Size

512 x 512

600 x 399

1280 x 1024

970 x 395

043 x 407

500 x 340
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Table 4. S values between the original and tampered images listedidle B

Image pair No. 1 2 3 4 5 6
S 0.398  0.480 0.444  0.480 0.496  0.487

method described in [4] is robust against the same set obntpreserving manipulations as tested in
our experiments.
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Figure 8. Robustness of the method in [4]. Indices of theiabadndicate different attacks as listed in Table 1.

To check the anti-collision performance, generate hash@s000 images used in Subsection 4.2,
and compute the Hamming distanébetween each pairs of them. Based on a Chi-square teswitrisl f
thatd obeys a normal distribution with the mean= 255.3 and standard deviation = 32.4. With a
thresholdl” = 40, the collision probability is.52 x 10~!!. This is in the same order of magnitude with
our method.

Apply the method in [4] to each pair of the original and tangokimages used in Subsection 4.3, and
calculate the Hamming distances. The results are givenbiea Of the six Hamming distances, only
one reache§” = 40, and the others are all belo#d. This means that the hash is not sensitive to local
changes in the image. In other words, content changes in hama do not have enough influence on
the final hash value.

Table 5. Hamming distances between the original and tardperages presented in Table 3

Image pair No. 1 2 3 4 5 6
Hamming distance 24 16 32 16 40 16
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5.2. RASH method

The RASH method [9] exploits peak of cross correlation (P@&Cneasure similarity between two
hashes. The authors ta&87 as the threshold. If PCE 0.87, the corresponding images are considered
perceptually similar. Figure 9 shows the PCC values betwashes of the original and modified images.
We observe that all PCC values are greater than the giveshiblde).87, showing the RASH method’s
robustness against content-preserving modificationdis@ul probability reported in [9] i$.86 x 10~6
that is significantly worse than the proposed method.

095
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2 | | I Saboor
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Figure 9. Robustness of RASH method. Indices of the abstid#zate different attacks as listed in Table 1.

PCC values between the hashes of the original and tampewpgkstisted in Table 3 are given in
Table 6. All the results are greater than the threshold vaRie It means that the RASH method cannot
detect small-area tampering. This is because the radi@nea (RAV)

Table 6. PCC values between the hashes of the original arktachimages listed in Table 3

Image pair No. 1 2 3 4 5 6
PCC value 0.991 0978 0982 0968 0.928  0.989

extracted from the image is a global-based feature, whighable to capture local changes in the image.

5.3. NMF-NMF-SQ hash scheme

To compare with [14], all images are normalized to a fixe@& 52 x 512 before NMF-NMF-SQ hash
extraction. The parameters used are: number of sub-images30, length and width of sub-images
m = 64, rank of the first NMFr; = 2, rank of the second NMK, = 1, and the hash length/ = 64.
Calculate the L2 norm between hashes of the original andfieddmages. The results are shown
in Figure 10. The ordinate denotes the L2 narmAll the 7 values are below800 except a few cases
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of strong watermarking attacks, brightness adjustment$ gamma corrections. Thevalue increases
approximately linearly with the increasing watermark isgt.

3
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Figure 10. Robustness of NMF-NMF-SQ hash. Indices of theiasa indicate different attacks as listed in Table
1.

To check its anti-collision characteristics, generate NNIF-SQ hashes of the sarBe000 images
as used in Section 4, and compute the L2 norm between eaclfpain hashes. A Chi-square test
shows that the L2 norm satisfies a Gamma distribution with 9.93 andb = 1513. With a threshold
T = 2800, collision probability is2.76 x 10—, even greater than that of RASH.

Compute the L2 norm between hashes of the original and tadperages given in Table 3, and list
the results in Table 7. None of these L2 norms are above thsttbid valu€800, showing that the NMF-
NMF-SQ hash is also insensitive to small-area tamperingadwvantage of RASH and NMF-NMF-SQ
hashes is their capability of resisting rotation attacks.

In the above comparisons, the proposed method has showlarspaiceptual robustness with [4],
and also with RASH and NMF-NMF-SQ methods except for artiition performance. The proposed
method has the best anti-collision performance. As to tipaluiity of detecting small area tampering,
the proposed technique is the best among all the tested dsetiibe average length of the proposed hash
is 896 bits, and those of [4] and [9] arf&l2 bits and320 bits, respectively. The NMF-NMF-SQ hash
containsM decimal digits. Taking Baboon as an examplé,= 64 with the decimal entries ranging
from —10369 to 7391, thus each entry needs at leaStbits for storage. Therefore in a binary form, the
hash ha®60 bits, longer than the other three methods.

Table 7. L2 norms between the hashes of the original and tadpmages listed in Table 3

Image pair No. 1 2 3 4 5 6
L2 norm 2203 1542 1997 1437 521 1162
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6. Conclusions

Structural information can effectively represent the gipal visual contents of an image. In this paper,
we have developed a perceptual image hashing method bytxtrdhe structural features of overlap-
ping blocks, which makes the hash sensitive to improper fizations of small image areas whereas
maintains perceptual robustness to normal image progps$ime structural feature is obtained by cal-
culating the correlation coefficient between image bloakd a reference pattern. Since the reference
pattern is controlled by a secret key, the extracted feasurery difficult to guess without knowledge of
the key. This can avoid security loopholes existing in soargyg¢echniques such as discussed in [11]. To
further improve security of the final hash, we can alwaysrmabta the binary sequence with a separate
key. Therefore, attempts to forge an image hash are viytimjpossible to succeed.

Experimental results show that the proposed hash is robagist a set of content-preserving manip-
ulations including JPEG coding, noise contamination, wageking, rescaling, adjustments of bright-
ness and contrast, and low-pass filtering. Probability difston between hashes of different images
is very low. A central part of the method is the proposed siritif metric. It is designed specifically
to reveal small area alterations and, when used in conpmetith the block-based features, provides
the capability of exposing local tampering. This makes ttappsed method suitable for in tampering
detection applications.

Further research on robust image hashing is in order. Ttligdes establishing a new image hashing
framework, and consideration of more types of manipulasioch as rotation and color changes.
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